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Message Text 

CONFIDENTIAL 

PAGE 01 ASUNCI 01616 230031Z 
ACTION OC-06 

INFO OCT-01 ARA-06 ISO-OO CCO-OO SY-05 /018W 

231113Z 086222/20 

R 221915Z APR 77 
FM AMEMBASSY ASUNCION 
TO SECSTATE WASHDC 9935 

CONFIDENTIAL ASUNCION 1616 

FOR OC/S AND A/SY/OPS FROMRSO 

E.O. 11652: GDS 
TAGS: ASEC 

SUBJ: TEMPEST/EMSEC, HAZARDS OF OFFICE EQUIPMENT 
REF: STATE A-1518 

1 . THE FOLLOWING ELECTRIC TYPEWRITERS ARE USED AT THIS POST 

TO PROCESS CLASSIFIED INFORMATION. ALL ARE SERVICED BY A FOREIGN 
SERVICE LOCAL EMPLOYEE. 

(1) IBM SELECTRIC; MODEL 71; RSO'S OFFICE; SECRET 

(2) IBM SELECTRIC; MODEL 71; POLITICAL OFFICER; CONFIDENTIAL 

(3) IBM; MODEL D; POLITICAL SECRET ARY;SECRET 

(4) IBM; MODEL D; ECONOMIC SECRETARY; SECRET 

(5) IBM SELECTRIC II; DCM SECRETARY; SECRET 

(6) IBM; MODEL D; AMBASSADOR'S SECRETARY; TOP SECRET 

(7) IBM; MODEL D; DAO; TOP SECRET 

(8) IBM EXECUTIVE; MODEL 42; DEA; SECRET 

(9) IBM; MODEL D; DEA; SECRET 

(10) IBM; SELECTRIC II CORRECTING; MO MODEL NO.; POL/R; 

SECRET. 

(11) IBM SELECTRIC; MODEL 71; ODC (MILGRP); CONFIDENTIAL, 

(12) IBM SELECTRIC; MODEL NO. UNKNOWN; ODC (MILGRP); 

CONFIDENTIAL 

(13) IBM EXECUTIVE; MODEL NO. UNKNOWN; ODC (MILGRP); 

CONFIDENTIAL 

CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 ASUNCI 01616 230031Z 

(14) IBM EXECUTIVE; MODEL NO. UNKNOWN; ODC (MILGRP); 

CONFIDENTIAL 

(15) IBM EXECUTIVE; MODEL NO. UNKNOWN; ODC; CONFIDENTIAL 

2. THE FOLLOWING EQUIPMENT IS ON ORDER: 

IBM SELECTRIC II (CORRECTING); NO MODEL NUMBER AVAILABLE. 
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